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Lesson 1: Avoiding online dangers

Objective: Understand online risks and how to stay safe whilst online.

DO NOW:
Complete the questions

1. What types of social media/networks are you a member of?

2. Have you ever checked your privacy settings and are you aware of who can see what
when they visit your profile/chat to you?

3. Do you game online? On the computer, playstation or xbox? Is this with friends or
strangers or both?

4. How many hours a day do you spend on your devices (video games/ phones etc)? Do
you think this is too much or too little?

Task 1: Caught in the web
Now, as you watch the video note down key concerns/ safety issues that you see presented
in the stories that unfold. Make your notes below:




N

Remember: If you are worried about anything you see here talk to a trusted adult/
teacher at school.

Task 2: Thinkuknow
Now go to www.thinkuknow.co.uk and click on the 11-13 section.
What does this website have to offer young people about internet safety?

Task 3: How to stay safe article
You have been asked to write an article in the school magazine about staying safe online.
A lot of students in the school use social media and you need to raise awareness about
how to stay safe when using social media.
You must include:

v" The dangers that can happen

v’ Real life examples
v How to prevent these dangers
v Appropriate images to support your article

Plenary: Fill in the blanks:

Email, instant , social networking and video chat are great for keeping in touch
with family and friends, but make sure you know who you’re to. People may be
who they claim to be. They might try to get information from you or ask you to do

something that makes you uncomfortable. Others may try to wind you up or be unnecessarily

aggressive. This is called and . Ignore

and friend requests from

people you don’t know and avoid meeting people you meet on the in real life.

internet  sites flaming  talking not  trolling messaging personal emails


http://www.thinkuknow.co.uk/

4

Lesson 2: Self-esteem & Peer Pressure

Objective: Be able to discuss self esteem and peer pressure online and be able to give
advice about staying safe

Task 1: Self-esteem online

Write advice to help solve each problem. Remember, it is very brave of these people to
share their problems, try to be tactful and diplomatic in your answers!

Open Question Show me another »

Why didn't they invite me?

Anonymousl12
| just saw photos of a lot of my friends online and they were hanging out at the weekend
in the park. | live just near by, why didn't | get a text to ask to join them?

l 1 Report Abyse
8 hours 800 - 1 weak laft o answer

Open Question Show me another »

How do | stop myself?

Anonymousl23
Sometimes | feel bad about myself after being on social media for too long. | know |
shouldn't get sucked in to it, but | do and | just end up comparing myseif to my friends, or
even to people | don't know, How can | snap out of it?

P Repot Alwse
18 NGUrs 1 sk el G arvs i
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Task 2: How to boost self esteem — positive thinking
Correct the negative thinking that some people express and rephrase it so it is positive
instead

I'm not good at this | need more practice at this
m L 7
I'm not as good as him/her \ s’
I'm not enough
g
They'd never like me
”
\
| always get things wrong L re

Task 3: Peer pressure & being a good friend online



Define peer pressure:

Explain what Sarah should do to be a good
friend:

) 4

Sarah has a good group of friends and
enjoys spending time with them online
and offline. There is one person, Jake,
in her group who always pushes a joke
too far. Sometimes he can be quite
offensive, even though he means to be
funny. VWhen he sends around memes
or ‘funny videos’, in his opinion, Sarah
is often unsure of what to do. He is
usually making fun of others, but Sarah
thinks he can be a bit mean. She
doesn’t want to seem like a stick in the
mud, or a goody two shoes, but she
doesn’t want to share on the videos.
What should she do?
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Lesson 3: Cyberbullying

Objective: Define cyberbullying, recognise examples of it and give ways to deal with it

DO NOW: With your partner, come up with a definition of cyberbulling and write it in the
box below.

Task: Campaign to stop cyber bullying
The school is going to launch a new campaign to prevent cyber bullying. Create a poster
to put up in the school that explains:

* What cyberbullying is

* How to prevent it

* The bystander effect

Extension: Imagine you are the characters from the film. Write a 5 minute conversation
between Alex and Jason discussing what they should do.

Plenary: Evaluating our learning

3 Things | have learned today ...
2 Things I already knew ...
1 Question | still have ...
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Lesson 4: Digital Footprint

Objective: Understand your digital foot print and how to keep your information private

DO NOW: Secure Passwords
Have a look at the following passwords. Which one you do think is most secure?

1. Balance

2. Balance2005

3. balance2005

4. Balance2005!

5. Balance

6.B

7. bbbbbbbbbbbbbbbbbbbbbbbbbb

Task 1: Creating secure passwords
Create 5 rules for creating a secure password
1.

vk wnN

Create three random passwords below following the guidelines you have decided upon:

10




Task 2: Digital Footprint

4

Look at these two online profiles. Can you spot any information that could be dangerous to

share?

Alice Quinn

aliceqgg@twinkl.co.uk
All about Me:

I'm 13 and I love
horses and playing
football. I play for my
school team -
Parklands Primary.

Oskar Marz
07712345678
All about Me:
Birthday: 13/12/2010 -
send me a present!

If anyone wants to
play online, text me or
private message.

11



4

Task 3: Looking after your digital footprint

Complete your “digital footprint” by writing or drawing the ways you use the internet,
including websites you visit. Compare your digital footprint to your neighbour.

12
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OOOOO

Lesson 5: Healthy use of the internet

13
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Objective: Identify the consequences of too much screen time and the ways this can
impact upon our mental and physical health.

Task 1: Spotting the signs

Think about the signs you experience when you have been online too long and categorise
them in the table below.

Signs from the world around you Signs from your own body

Task 2: Finding a balance
For each of the signs you might experience you should match it with an appropriate
response.

If vou've been sat looking at a screen
too long, try some gentle exercisas.
Flay a game like football or tag which
gets your body moving.

Feeling hungry \

Take a break and find something to
eat! You might need a snack but a
drink like water or juice can also help
give your body the energy it needs.

MNeck ache

Being online can affect your mood so
put down the device and find

Flat batte
i something to cheer you up: catch up
with friends or relax with your family.
Don't just plug in and keep using the
Headache device. Use this as an excuse to put it

to one side and do something else
instead. Why not go outside for a bit?

This is a sign you haven't been drinking
enough, so get a glass of water straight
away. It's also good to do something
which gives your eyes a break.

Feeling moody

14
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Jane from London has written a letter asking for advice about spending too much time
online. Write a letter back to Jane giving her some helpful advice.

Task 3: Agony aunts

"I love playing online but sometimes I get a really bad
headache. I find myself thinking about gaming all the time
and sometimes I even forget to eat. What should T do?
Jane from London

Extension:
In Powerpoint, make some road signs warning of the

dangers of spending too long online E

15
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Lesson 6: Legislation

Objective: Understand the different types of laws that apply to ICT
Task 1: ICT Laws

Complete the tables about the different ICT laws. Use the bitesize page
http://tiny.cc/ictlegislation for help

Data Protection Act Computer Misuse Act
What is it? What is it?

When was it introduced? When was it introduced?

Key information: Key information:

Copyright Act
What is it?

When was it introduced?

Key information:

Task 2: Alex is starting a new business working in the music/ tech industry. Create a
Powerpoint explaining and giving advice to Alex on following ICT legislation and the
consequences for breaking the law

17


http://tiny.cc/ictlegislation
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Lesson 7: E safety Assessment

Objective: Complete an assessment of your understanding of e-safety

1. What should you do if you want to meet

someone you only know online?

a Meet somewhere quiet, so
you can get to know each
other

b Meet up with online friends

C Talk a trusted adult straight
away

d Don't tell anyone because

that would be embarrassing.

2. A friend meets someone online who
tells them they are the same age.

So it is safe to share personal information
a True

b False

4. Who can you share your passwords
with?
a Your friends

b Your teacher

3. If you post something on the internet, who

may be able to see it?

C Your family

d Nobody

6. One of your friends has posted a video
of you on the internet and you don’t like

a Anyone

b Just yourself

C Only your family
d Only your friends

it. You've asked them to take it down but

5. Your friend tells you that she is talking to a
boy online and she is going to meet him at

the weekend. What should you do?

they’ve said no because it’s funny. What
should you do?

a Keep asking your friend
until they take it down

b Leave it —you can’t do
anything about it

C Post a video of them to get
them back

d Speak to an adult and say

a Tell your other friends

b Tell an adult straight away
C Volunteer to go with her
d Let her go on her own

why you don’t like it

(6)

18



) 4

7. Describe three things your friends could do to stay safe when they’re using the internet

N

8. a) Identify a risk of posting a picture of yourself online in your school uniform

(1)

b) Explain why this could be dangerous

(2)

9. Someone you have never heard of adds you on Snapchat or Facebook. You accept the
friend request. The account messages you and asks for your phone number.

Why should you be suspicious about this?

How would you react to this in a safe way?

(1)

10. Some of your friends have been sending nasty messages to a person in your form group.
You also feel pressured to join in. Explain what you can do to be a good friend and avoid the
peer pressure.

19
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(2)

11. Give three ways to deal with a cyberbully

12. Give three ways you can make a password stronger

(3)

13. David has spent the vast majority of his weekend online and playing video games.

Give two negative things he might be experiencing as a result of this and for each give an
explanation of what he can do to help himself

Negative feelings David might experience Ways David can help himself

20
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14. The Data Protection Act is a law designed 15. The Data Protection Act was

to protect what? originally passed in 1984. It was later
a Your computer from being updated in which year?
hacked a 1990
b Personal data stored on b 1994
computers . 1998
C Theft of copyright materials

16. What's the name of the law which makes 17. What is piracy, in ICT terms?

copying software illegal? a | lllegal copying of recorded
a The Software Piracy Act material
b The Copyright Act b Setting up an illegal radio

transmission

C The Copyright, Designs and
Patents Act C Robbery and criminal

violence at sea

18. What is gaining unauthorised access to a
computer system also known as?

a Spamming 19. Which of the following is NOT an
offence under the Computer Misuse Act?
a Unauthorised access to

someone else's files

b Logging on

C Hacking b Unauthorised access to
someone else's files with
intent to commit further
criminal offences

C Copying software and
trying to sell it to someone
for a profit

(6)
Total: /32

21
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/Assessment PRIDE [ Effort JMMM@

-

[ Strength ]L%

U You can identify online dangers

U You can explain and give ways for people to protect themselves from online dangers
U You know what cyberbullying is and how to prevent it

U You can give ways to create a strong password

U You know the consequences of too much screen time and how this can impact us

U You know about the three main types of ICT legislation

g J

/7 N R
[ Target } @ [Presentation and SPaG ﬂ

U Correct your mistakes using green pen U Correct any missing capital letters
U Give two more rules for online safety

U Give a definition of cyberbullying
O Create three examples of strong O Add in missing full stops/ apostrophes

U Correct your spellings

passwords O Write your answers in black pen
O Identify two potential impacts of spending

too much time online
O Explain the content of the Copyright, mistakes
Designs and Patents act
U Research what GDPR is and give a brief
\__explanation of it AN
-

[Student Improvement: ]

U Use green pen when correcting your

AN

22
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Lesson 8: Introduction to web design

Objective: Understand the basics of web design and create a master page in web plus

Your project

You will be creating a website for a shop. You need to decide on what your business sells —
could be food, clothing, video games, etc. Your website must have multiple pages and include
as many features as possible.

Task 1: Ideas for your site

Come up with an idea for your website in the box below. Give the title for website and explain
what your website is going to sell. You should try to include what other information you want
to have on your website and maybe what colours/ fonts you want to use etc.

You then need to decide which web pages your website is going to have by completing the
diagram

Home Page

\

23
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Task 2: Designing your master page

Draw a design in the box below for how your master page is going to look. You should indicate
what colours and fonts you want to use and where the navigation bar will go.

Task 3: You now need to create your master page in web plus and create the pages you have
chosen in your plan. Your teacher will show you how.

24



Lesson 9: Adding content to web pages

) 4

Objective: Continue to build your website by adding content to the web pages

Task 1: Adding content
Today is all about adding content to the different web pages
You want to aim to get as much content on your pages as possible
You need to:
* Add headings to each of your pages
* Add text to your home page
* Create a table for your products
* Add images to your pages
Below are guides showing you each of the techniques you need this lesson.

Adding text

25
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Use this for adding
paragraphs of text

. T N I Text Styles Fonts Quick Bu... |Assets
Use this for adding page X P Browse.. | E8 Open.. [ Sove As.

titles/ headings | My Designs

-I_ - I
. .-lnsert Text Frame
[—] E Click-drag to create a text frame.
" >
-
£-
HEADING - ARTISTIC TEXT
Insert Artistic Text -
] A Click-drag to create artistic text (e.g. for titles). L AfaOranh  Caxt ame: o o
a o
o o o

Adding a table

3. Add content to the
table

2. Choose the style and number of rows/
columns

1. Click insert table

B 's Music S é
— R BENTON S FIUSIC SHOP
Text Styles Font: ick Bu... | A |
| Text Stydes Fonts Quick Bu Format: Sample: nowe _ eownac us s
[ Browse... | % Open.. 52 (Default ~
B Arcadro 1
My Designs Arcadro 2
Arcadro 3 " - et T
:rc:ldrof . ) . . . Preduct cont
C;al: 2 Lia 24 d Yamaka keyocard £250
Carolos 3 - e o Fender guar £8G
- Insert Table Carolos 4 a5 an . .10 L - e
Do 1 Girsan guita L1000
Click-drag to create a table. Deaoly 2

TEE e >

Dooly 3
Dooly 4
Garet 1 -

Edit

>

Table Size:

Number of rows: 1

Number of columns: | 2

Drag objects here to make them an

26



Adding pictures

1. Find the picture you
want on google images

Cpen lin

Open link in new wi

Save link as...

Copy link address

Open image in new tab
Save image as...

Copy image

Copy image address

Search Google for image

Inspect

3. Go to the web page.
Right click + paste

OR
Ctrl +V

) 4

2. Right click, copy image

Lesson 10: Creating a logo

File 2
View 3

Preview in Window (Internet Explorer)

B C

Estimate Download Time
Page Properties...

Master Page

Snapping

Set Object Order

Paste

Paste Special...

Options...

Obijective: Continue to build your website by adding content to the web pages

Task 1: Making a logo for your website

You need to make a company logo for your website. Use the guide and your teacher for
support. You will need Serif Draw Plus which you can find in

Subject Software -> ICT -> Serif Software -> Draw Plus

When you have finished you need to continue to add content to your web pages.

Refer to last lesson for the web pages you need to make and the content you need to include.

Creating a logo

27



Add shapes or an image

=
21
Add text :
- 3

Artistic Text Tool

A Artistic Text tool is best used fc
decorative and designer text
due to its flexible nature.

T =T

Change the colour

Example:

~

Indercurrent BTN

Y

’
g

u - -
L T T B T M e e

A 2] |HsL Colour Whesl

{ r 4
. I|
H:0 A L
5:57 -
L: 78 i
Opadity 100% Blend Mode

S ®) || Mormal ~

Colour Swatch Transparency Line ¥ X

Add special effects

- T T
~ | Filter Effects
l" 3
El Effects Outer Glow
!
'(.L ] Drop Shado Blend Mode: |Screen v
f ES Reflection §
» —: Inner Shadow i
= E v r: 5
= 8 I Tnner Glow Intensity: &
-] = Outine Calour: -
= 3 Bevel and Emboss .
E Colour Fil
= Trai
fx = Feather
-~ E| Diirertinnal Feather

Choose a font & set a text path

I-

BJUAMAMNQO-  EETE ==F

[] ]
(TP U I P PR T P IR TP ST T TR PRI PR PO

Lesson 11: Interactive Features

Objective: Learn how to add advanced interactive features to websites

Task: Interactive features

This lesson you need to add advanced features to your website. There are guides below
showing how to add each of the techniques. You should try to add:

* A photo gallery

* Rollovers

* Contact forms

28
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When you have finished this you should continue to make pages and add content to your
site. Next lesson you will be printing and reviewing your site.

Photo Gallery

2. Choose the type you
s want

1. Click insert, choose
photo gallery

Insert LProperties Format Text
Blank Page...
Master Page...

Page from Template...

LI . S

| @ Asset.. - 3. Add files then click next
Text Frame e, | and finish —
|
F‘icture » ﬁ'} Dimage = Poston | Caption Pl e Diabe Taken Rotate right
E Photo Gallery...
[ panal
Ao Frichar
ﬁ:
Rollovers

29



it ]

Insert | Properties Format

Blank Page...

Master Page...

Page from Template...
Asset...

=e

Text Frame
Picture

Photo Gallery...
Panel..

Table
Mavigation

(] i

Text Table Arrange Tools Window Hel|

b.q.j -;é [

re msiuMamger | E‘Opﬁons |Wm|t_l

Interactive Object

o

Smart Object...
Media
Form
B E-Commerce Object...
RS5 / Podeast
Social Media
Site Search
B Document Frame...
HTML Fragment...
L] Hotspot

lﬁ Rollover...

» 'op-Up
+ | @ GoogleMap..
= Java Applet...

4 E Animated Marquee...
E Google Adsense Advertisement...

Contact Forms

! g 1. Choose form designer

Blank Page...
Master Page...

Asset..,

Text Frame

aEe

Picture
Phete Gallery...

Panel...

] 1

Table
Mavigation

£} smart Object...
Media

Page from Template..,

Interactive Object

| Form

. RSS / Podcast
Social Media
Site Search

[Z] Hotspet

E-Commerce Object...

E‘ Document Frame...
=) HTML Fragment...

Click the “Over” check box.

Irsert Rallover

Robver (2gHC Myperink Actins ID [Anchor Tasks S5 Properties Custom ITL Atrbutes

) 4

Click browse and choose your two

Rolover states
oo Brow. | | srowe Asses.. |
Down + over Browse... | Browse Assets.., |
[ Errbed fles in site Export Optors... |
Initial rolover state
Hormal Downy
[Jado button .
Images

2. Choose your form type and theme

Templater | Theme Form  form Submisson

]

k.
‘Conments |
‘Comments 1

F r—

o % [

” !

Enquiry Form n

Forename | E

Surname

J

Email F

[ | A

Jisterqiry 4

I Bt

Commerts E

]

1

]

1

[ Submit ] |

1

o= el f

30
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Lesson 12: Website assessment

Obijective: Complete and review your website

You have 15 minutes to finish any remaining parts of your website. Your website should aim
to have:

v A master page with a banner, logo and navigation bar

v" A home page telling people what the website is all about

v A products page with a list of the things your company sells

v’ Interactive features such as an interactive map, rollover images and contact form

You then need to take screen prints of your site — your teacher will show you how. You think
need to print and stick in the project on the next page
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<Stick your website in here>
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Self-Reflection
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Beginner Progressing

Embedded

knowledge of the topic the topic

| am still learning this and don’t J| am getting there but don’t
feel confident about my understand everything about

| have a really good knowledge
of this topic and can answer
questions confidently

Assessment Criteria

Beginning

Progressing Embedded

Can create a master page with basic content

Can create and add content to web pages

Can use software to create a logo for a company

Can add interactive features to a website such
as an interactive map, rollover images and
contact form

Complete the boxes below, identify things you have done well this term and things you
want to improve on. This can be specifically about the topic itself or your own working

practices

Explain what you think you have done well in the project:

Explain two improvements that you could make next time:
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/Assessment PRIDE

_efort | [1][2][3][4]
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[ Strength }

U You have created a products page
U You have created a suitable logo

U You've created an effective design for your website
U You have written appropriate content for your web pages and added images

U You have included a contact form on your site
O You have included advanced website features such as: photo galleries, maps and rollovers

U You have written an effective evaluation for your project
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U Add more detail to the design section of
your website

O Explain what content you would add next
to your site

U Create a table of products for your site

U Design a logo for your company

U Write a set of instructions for adding a

O Write an evaluation for your site
explaining what you could do to improve

\_ the project
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[Presentation and SPaG }

U Correct any missing capital letters

U Correct your spellings

O Add in missing full stops/ apostrophes

L Pick a more suitable font/ colour so
your work is easier to read

U Next time use images to support what

you have written

-

p
[Student Improvement: ]
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